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EXECUTIVE SUMMARY 

Background 

In the Spring of 2022, Pequity contracted Echelon Risk + Cyber (“Echelon”, 

“our”, “us”, “the team”) to perform a penetration test of their web 

application.  

This test was designed to help Pequity identify security gaps that threat 

actors could exploit in their application. 

Testing occurred from 6/27/2022 to 7/1/2022. This report contains the 

full results of the test, including detailed observations, OWASP Category, 

and recommendations for remediations. 

The observations disclosed within this report were re-tested on 

09/14/2022. Both high-risk findings (OB-01 and OB-02) were manually 

confirmed to be remediated. OB-03 appears to still exist within the 

application but continues to only be a low-risk observation. 

SCOPE 

Testing occurred in Pequity’s Staging environment. 

1. Staging Environment 

a. https://pentest.almostpequity.com 

  

Summary 

The Pequity penetration test resulted in a complete compromise of the integrity and availability of the data application. 

In doing so, the test also uncovered positive highlights of Pequity security posture and observations demonstrating the extent to 

which a threat actor could penetrate the application. 

To compromise the Pequity application, the team started the enumeration process and was able to discover the "API" directory.  

Multiple accounts were provided by the trusted agent covering various access levels that a client of Pequity’s could have. The team 

found that the API at the root directory disclosed multiple endpoints available to the application giving the team a complete 

understanding of what was available to be called.  All the endpoints required authentication, and using the method OPTIONS; a 

complete descriptive response was returned with the actions allowed by the authenticated user. This provided the team with a deep 

understanding of permissions within the application. 

The team accomplished to leverage the permission of non-admin roles accounts to create, modify, and delete application data 

through the API. The team was able to modify data of important objects like companies registered inside the application, where we 

could disable multi-factor authentication without any warning. These types of actions affect the integrity and availability of data used 

by the users in the application. 

The team also ran an automated scanner on all the applications, which discovered a high vulnerability documented at the end of this 

report.   

OBSERVATION COUNT 

0  Critical Risk Incidents 

2  High Risk Incidents 

0  Medium Risk Incidents 

1  Low Risk Incidents 

3  Total Incidents 

TIMELINE 

6/27/2022 Kickoff & Start Testing 

7/29/2021 Vulnerability Scan 

7/1/2022 Begin Reporting 

07/5/2021 Report Delivery 

 

https://pentest.almostpequity.com/
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During the retest phase, the team manually confirmed that both high-severity observations were confirmed to be remediated. The 

information disclosed from the low finding does not represent an exploitable risk for the organization. 

SECURITY WINS 
During the (Scope) Assessment, the offensive security team noted three positive observations that 

limited the success of the team procedures (TTP). 

Win Description 

 

  

 

 

Cross-Site Scripting and Injection based attacks were unsuccessful, which 

suggests robust input filtering. 

  

 

The authentication process appears secure, with proper user validation in place.  

  

 

 

The JSON Web Token (JWT) appears secure in function and structure.  

 

HIGH-LEVEL 

OBSERVATIONS 

Non-Admin role accounts can affect the integrity of data 

Disclosure of API Endpoints 

  

DETAILED 

OBSERVATIONS LIST 

The following table lists our detailed observations discovered during WebApp testing. Complete 

information on these observations can be found in the “Detailed Observations” section. 

ID TITLE RISK OWASP 
 

OB-01 API Allows CRUD Permission for 

Company Information 

HIGH Broken Access Control 

OB-02 Improper Authorization Control 

to Various Endpoints 

HIGH Broken Access Control 

OB-03 Disclosure of API Endpoints LOW Information Disclosure 
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OBSERVATIONS – 

BREAKDOWN 

The following graph shows a breakdown of the root causes of the observations. 

 

 

High-Level Recommendations 

Based on our testing, the following high-level recommendations would address many of the team’s observations: 

▪ Implement restrictive permissions for non-admin roles 

▪ Assign the least privileged access to each role 

▪ Evaluate if it’s needed to have a descriptive response of the API 
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